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Today’s objectives 

Introduce cryptographic hash function


Understand the differences between hash 
functions and ciphers


Define the random oracle model; understand role 
of idealized models


See some applications of hash functions2



Alice Bob
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A.txt B.txt

Are these files the same?
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Hash Functions

There are many concrete security properties for hash 
functions, and we will see some of them later

Today, we will focus on a particularly intuitive notion



Alice Bob
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0) Define assumptions


1) Define Security


2) Specify a system


3) Prove that if assumptions hold, system is secure

Modern Cryptographic approach to provable security



Alice Bob
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Random Oracle

There’s a public function H, and on any input H 
returns a random output
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A random oracle H :  ->  is a 
uniformly random function

{0,1}* {0,1}λ

Desired property for Random Oracle

{f f ← uniform function from {0,1}* → {0,1}λ}



Alice Bob
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A.txt B.txt

Are these files the same?

1TB 1TB

If H is RO, then hashing the files and comparing digests 
gives the right answer with overwhelming probability
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Desired property for Random Oracle

A random oracle H :  ->  is 
formalized as an oracle that implements a truly 
random function

{0,1}* {0,1}λ

{F(k, ⋅ ) k ← {0,1}λ} ≈ {f f ← uniform function from {0,1}n → {0,1}m}
Compare to PRF security

{f f ← uniform function from {0,1}* → {0,1}λ}



There is no such thing 
as a random oracle!

But we still use them 
all the time

How does this relate 
to provable security?



Alice Bob
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But random oracle “assumption” is always false, for any fixed function H

0) Define assumptions


1) Define Security


2) Specify a system


3) Prove that if assumptions hold, system is secure

Modern Cryptographic approach to provable security



Alice Bob
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Doesn’t this mean we can prove anything we want?

0) Define assumptions


1) Define Security


2) Specify a system


3) Prove that if assumptions hold, system is secure

Modern Cryptographic approach to provable security

But random oracle “assumption” is always false, for any fixed function H



Alice Bob

Random Oracle Model

There’s a public function black-box function H, and 
on any input H returns a random output
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Alice Bob

Random Oracle Model

There’s a public function black-box function H, and 
on any input H returns a random output

This is a bit like changing the parties’ model of computation


before, parties were simply poly-bounded algorithms — we 
were in the standard model 


In ROM, parties are poly-bounded computations with access 
to global service H
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Alice Bob

Random Oracle Model
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Random Oracle Heuristic

0) Define assumptions


1) Define Security


2) Specify a system where parties have access to RO


3) Prove that if assumptions hold, system is secure



Alice Bob

Random Oracle Model
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Random Oracle Heuristic

0) Define assumptions


1) Define Security


2) Specify a system where parties have access to RO


3) Prove that if assumptions hold, system is secure


4) Replace all instances of RO by concrete function H, and pray
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“Almost all known 
attacks on the RO 

heuristic are contrived. A 
proof in the ROM is 
almost as good as a 
proof in the standard 

model!”

Practitioner Theoretician
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“Almost all known 
attacks on the RO 

heuristic are contrived. A 
proof in the ROM is 
almost as good as a 
proof in the standard 

model!”

Practitioner Theoretician

“A proof in the ROM 
does not demonstrate 

security, but it might help 
understand what a proof 

in the standard model 
would look like.”
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Hash Functions — SHA256
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Hash Functions — SHA256

One point: SHA has fixed 
block size, 512 bits

Domain extension via 
Merkle-Damgard
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•MACs

•Password security

•Version control

•Outsourced Data Storage

•Blockchains

•…

Some Applications of Hash Functions
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Message Authentication Codes

k <- K 

get(m): 
  return tag(k, m) 

check(m, t): 
  return tag(k, m) = t

c≈

k K 
S <- empty-set 

get(m): 
  t <- tag(k, m) 
  S <- S  {(m, t)} 
  return t 

check(m, t): 
  return (m, t)  S 

∪

∈

A MAC scheme is a pair of 
algorithms tag such that:

Real

Fake
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Message Authentication Codes

We saw that for PRF F with n-
bit input, MAC on n-bit 
messages are trivial

But for longer messages, we 
had to be more clever
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Message Authentication Codes

We saw that for PRF F with n-
bit input, MAC on n-bit 
messages are trivial

But for longer messages, we 
had to be more clever

HMAC: 

tag(K, m): 
  return H(K || m)
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Application: Password Databases

Username Password

milo-dog-2016 password1

riley-cat-2020 milo-is-cool

… …

davida super-secure-pwd
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Application: Password Databases

Username Password

milo-dog-2016 H(password1)

riley-cat-2020 H(milo-is-cool)

… …

davida H(super-secure-pwd)

Why is it better to store hashes than cleartext passwords?
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Application: Password Databases

Username Salt Password

milo-dog-2016 s0 H(s0, password1)

riley-cat-2020 s1 H(s1, milo-is-cool)

… … …

davida s2 H(s2, super-secure-pwd)

Why is it better to store salted hashes than regular hashes?



Today’s objectives 

Introduce cryptographic hash function


Understand the differences between hash 
functions and ciphers


Define the random oracle model


See some application of hash functions to MACs
28


